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CVE-2020-5902

F5 BIG-IP Traffic Management User Interface Remote Code Execution

Time : 2020/07/02 22:57

Vendor : F5

Software : BIG-IP

Class : privilege escalation

CVSSv3 : 9.8 AV:N/AC.L/PR:N/UI:N/S:U/C:H/I:H/A:H
Exploit : highly functional

Link : [Vendor] [VuIDB] [Splunk]

A vulnerability classified as very critical was found in F5 BIG-IP up to 11.6.5.1/12.1.5.1/13.1.3.3/14.1.2.5/15.1.0.3
(Firewall Software). Affected by this vulnerability is an unknown part of the component Traffic Management
User Interface. Applying the patch 11.6.5.2/12.1.5.2/13.1.3.4/14.1.2.6/15.1.0.4 is able to eliminate this problem.
The bugfix is ready for download at support.f5.com. A possible mitigation has been published immediately
after the disclosure of the vulnerability.
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- Apply mitigations per vendor instructions or discontinue use of the product if mitigations are unavailable.
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